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Hitachi Solutions Asia Pacific is a trusted, 
global cloud solutions integrator passionate 
about developing and delivering industry-
focused solutions that drive cloud migration 
and business transformation on a worldwide 
scale. With more than 15 years of experience, 
proven technological depth, and cloud 
migration methodologies, we’re able to help 
our clients survive and thrive in today’s 
digital world.

As part of Hitachi, Ltd., we take pride in 
a long and rich history of innovation, 
financial strength, and global presence 
of one of the world’s largest companies. 
While drawing from a vast global network of 
interconnected Hitachi companies, we go to 
market regionally so we can remain agile and 
focused enough to fully support clients in an 
intimate, localized way.

 
Learn More

Interested in learning more about 
Biometric Signature Server? Request for 
a demo to see how we can help re-invent 

your business.

info@hitachisolutions.com

Biometric Signature Server
Biometric Signature Server (BSS) is the world’s first new authentication platform that realizes 
biometric authentication without storing biometric information itself or private key anywhere.

Challenges
• Safely use biometric information such as 

face, fingerprint, finger vein that requires 
careful handling.

• When managing a private key using a token or 
a PIN, there are problems with security and 
certainty such as loss of the token and easy 
setting of the PIN.

Solution
• BSS can reduce the risk of biometric information leakage because the 

BSS can convert and manage biometric information as PBI public key 
that can’t decrypt.

• Privacy is highly protected because the PBI public key is destroyed and 
updated easily.

• BSS generates a private key from biometric information in real time 
only when you log in to specific system, and discards that information 
after you log in, so you do not need to manage the private key.

Applicable Fields
Retail, Banks, Manufacturing, Electronic 
commerce / net banking, etc.

Register 
only for the 

first time

Authentication Platform

This product can be applied to various fields as a common platform

Linked

Easy to deploy
It can be easily linked 
without modifying the 
existing PKI platform

Applicable to any field

Workflow management 
with digital signatures 

on documents

Ability to shop 
empty-handed

e-Payment using 
biometrics

Entering and 
exiting the facility

Login to PC or 
smartphone

PBI PKI
DB

Perform biometric authentication 
without holding biometric 
information anywhere

Prevent leakage of 
biometric information

Biometrics

PBI : Public Biometric Infrastructure 
PKI : Public Key Infrastructure
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