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The Challenge

The boardroom was quiet as the
leadership team waited for the
CEO to speak.

“Our mandate is clear,” they finally said.
“We need to protect our margins, accelerate
discovery, and build a resilient, AI-powered
organization.”

As the executives around the table signaled their
agreement, Alex, the Chief Digital Officer, was
already thinking about what it would take for her
team to deliver results. The global pharmaceutical
company'’s challenges stretched from research labs
to manufacturing lines, and the opportunities for
AI were just as broad. Alex’s job was to connect
them and to turn this mandate into a plan that the
organization could act on.




Navigating the New
Pharma Landscape

Alex started with a blank page and

a question: How do you chart a path
forward in an industry that feels both full
of promise and fraught with risk?

Every headline and research report she reviewed told a
different story, from possible new therapies and supply
chains buckling under strain to Al's future potential and
current reality. Alex’s task wasn’t just to collect facts, but
to connect the dots between industry trends and see the
patterns that would help company leadership decide where
to invest, where to protect, and where to let go.



State of the
Industry:
2025 Outlook

The global pharmaceutical sector is
navigating a pivotal reset. Scientific
momentum is strong, demand is
rising, and capital is flowing toward
breakthrough therapies, yet execution
risks are mounting across R&D,
manufacturing, security, and
commercial engagement. The net
effect is that executives face a dual
mandate: protect margins and speed
discovery while laying the digital and
data foundations to scale Al responsibly.

STATE OF THE INDUSTRY
SNAPSHOT: BY THE NUMBERS

®* 90% of U.S. prescriptions
are generic/biosimilar,
yet they account for
12%0-13% of spend.

* $50B (11.4%) increase
in U.S. net medicine
spending from 2023-2024,
with growth concentrated

in 31 high-growth products.

Specialty medicines account
for 54% of U.S. drug spend.

The FDA set a record with
18 biosimilar approvals in
2024, as policy changes aim
to ease interchangeability.

The ASHP tracked 323
active shortages in Q1 2024,
the highest since 2014.

Only 45%o of AI applications
are beyond ideation/POC;

in pharma, just 24% of POCs
reach production, with data
readiness (47%) cited as a
major blocker.

The average cost per asset
rose to $2.23B, with a
forecast IRR of up to 5.9%
in 2024.

929 of U.S. prescriptions
move through wholesalers,
with the “Big Three”
controlling most of the volume.



Market Dynamics: Specialty Growth,
Patent Cliffs & A New Biosimilar Era

U.S. spending on medicine increased sharply in 2024 and is projected
to continue to rise through 2029, driven by concentrated growth in

a limited set of high-impact products, such as GLP-1s, and a steady
pipeline of novel brands.! While list prices climb, net spending reflects
a tug of war amongst innovation, losses of exclusivity, and policy
pressures.? Specialty therapies now account for a majority of
U.S. drug spend and will remain the dominant growth engine.

Biosimilar competition is expanding, accelerated by record FDA
biosimilar approvals in 2024 and continued regulatory shifts that
lower interchangeability frictions.® Humira’s loss of exclusivity
signaled the start of a broader biologics transition, though pharmacy
benefit manager (PBM) formulary dynamics continue to influence
uptake and realized savings.*

Under these conditions, portfolio and launch planning should
be modeled against faster-moving net price and access
scenarios. AI-enabled forecasting and payer analytics
can sharpen resource allocation and protect margins.

Generics Under Strain
(Despite Outsized Volume Share)

Generics and biosimilars account for roughly 90% of U.S. prescriptions
but capture just 12%-13% of drug spend, underscoring sustained
buyer power and price compression.®> This imbalance contributes to
manufacturer fragility and, in some categories, persistent shortages,
especially among sterile injectables. Policy debates, such as import
tariffs, introduce additional cost and availability risk. Diversifying
supply, improving cost-to-serve, and implementing early-warning
quality signals with Al is essential to maintain access and resilience.

* IQVIA. Understanding the Use of Medicines in the U.S. 2025
2 IQVIA. The Use of Medicines in the U.S. 2024: Usage and Spending Trends and Outlook to 2028
3U.S. Food & Drug Administration. Advancing Health Through Innovation: New Drug Therapy Approvals 2024

4 Financial Times. Copycats take bite out of AbbVie’s best-selling Humira drug
5 Biosimilars Council. Generic and Biosimilar Medicines Save $467 Billion in 2024


https://www.iqvia.com/insights/the-iqvia-institute/reports-and-publications/reports/understanding-the-use-of-medicines-in-the-us-2025
https://www.iqvia.com/insights/the-iqvia-institute/reports-and-publications/reports/the-use-of-medicines-in-the-us-2024
https://www.fda.gov/files/drugs/published/new-drug-therapy-2025-annual-report.pdf
https://www.ft.com/content/c59da03b-f34c-4863-850e-3cb6b910d8a5
https://biosimilarscouncil.org/news/generic-and-biosimilar-medicines-save-467-billion-in-2024/

Wholesaling & Supply
Chain Concentration

Wholesalers are the circulatory
system of U.S. pharma distribution.
Roughly 92% of prescriptions flow
through this channel, with three

firms — AmerisourceBergen, Cardinal
Health, and McKesson Corporation —
controlling the vast majority of volume.
As pharmacy chains consolidate and
specialty distribution grows, contract
concentration raises negotiating pressure
and operational exposure across the
network. Fortunately, end-to-end supply
chain visibility (from API to patient),
Al-assisted demand sensing, and contract
performance analytics can mitigate
volatility and strengthen service levels.

Regulatory & Cost
Containment Pressures
Intensify

Medicare negotiation under the IRA,
ongoing PBM scrutiny, and global
reference pricing debates continue to
reshape U.S. and ex-U.S. price realization.
Proposed or potential pharmaceutical
import tariffs — depending on design and
scope — could raise domestic costs and
complicate friend-shoring strategies, with
several analyses projecting material prices
if broadly implemented. Executives must
respond by engaging in scenario planning
that fuses policy, access, and affordability
analytics to help stress-test launch,
lifecycle, and geographic strategies.

6 The Commonwealth Fund. The Impact of
Pharmaceutical Wholesalers on U.S. Drug Spending

7 Reuters. Exclusive: US pharma tariffs would raise
US drug costs by $51 billion annually, report finds

8 Deloitte. Measuring the return from pharmaceutical
innovation 2024

°McKinsey & Company. Simplification for success:
Rewiring the biopharma operating model

R&D Productivity: Costs
up, Returns Stabilizing
(If Operating Models
Evolve)

The average cost to develop a drug for
the top 20 biopharma companies rose

to roughly $2.23B per asset in 2025.

Yet forecast internal rate of return (IRR)
improved by approximately 5.9%, aided
by high-value categories and better
portfolio discipline. To sustain this return,
organizations must simplify and digitize
R&D, shortening cycle times, de-risking
trials, and maximizing evidence impact.

Generative Al’'s value potential in life
sciences is substantial — McKinsey
estimates $60B-$110B annually across
research, clinical development, and
commercial — but value realization
depends on operating model rewiring, not
pilots alone. Leaders should treat Al as an
enterprise capability anchored in governed
data, model lifecycle controls, and role-
specific copilots across design-make-test-
analyze (DMTA) and clinical operations.


 https://www.commonwealthfund.org/publications/issue-briefs/2022/jul/impact-pharmaceutical-wholesalers-drug-spending
https://www.reuters.com/business/healthcare-pharmaceuticals/us-pharma-tariffs-would-raise-us-drug-costs-by-51-bln-annually-report-finds-2025-04-25/
https://www.deloitte.com/us/en/Industries/life-sciences-health-care/articles/measuring-return-from-pharmaceutical-innovation.html
https://www.mckinsey.com/industries/life-sciences/our-insights/simplification-for-success-rewiring-the-biopharma-operating-model/

AI Adoption Reality
Check: Momentum with
Bottlenecks

Healthcare buyers are leaning in:
95% of executives expect gen Al to
transform the industry, and a majority
report early ROI. Yet only 45% of Al
applications have progressed beyond
ideation/proof-of-concept (POC), and
just 30% of POCs are in production —
only 24% in pharma — due to security
concerns, skills gaps, costly integrations
and data readiness. In fact, 47% of
pharma leaders name data readiness
as a top obstacle. Budget is rarely the
blocker.

To overcome AI adoption blockers,

leaders must industrialize it by prioritizing
governed data assets, secure multi-tenant
patterns, validated workflows, and machine
learning operations aligned to GxP. Focus
on use cases tied directly to measurable
outcomes and scale them deliberately.

10 Bain & Company. The Healthcare Al Adoption Index

Cybersecurity:
Escalating Threat
Surface Across the
Value Chain

Pharma remains a prime target for
ransomware and data theft, with
healthcare showing persistent increases
in incidents. The average global breach
cost hit new highs in 2024 and 2025
analyses, and sector snapshots highlight
growing third-party and edge device
vulnerabilities. Recent attacks on life-
sciences organizations underscore
operational risk to R&D, manufacturing,
and patient surfaces.

Mitigating
cybersecurity
threats requires:

e Embedding Zero Trust across labs,
plants, and enterprise IT

e Extending controls to partners

e Adopting security-labeled data
architecture to protect IP and
regulated data


https://www.bain.com/insights/the-healthcare-ai-adoption-index/

The AI Awakening

Throughout Alex’s research, both into the industry at large
and her own company’s processes, a theme emerged:
productivity (or a lack thereof).

No matter where she looked, Alex saw skilled people drowning

in documentation and routine checks. On the manufacturing floor,
engineers spent hours chasing down deviations. Quality teams
combed through thousands of batch records line by line. Sales
reps lost entire evenings converting field notes into reports.

But for every inefficiency, there was an opportunity.

Alex realized that if AI could take on the repetitive,
rule-bound work, then her company could relieve the
everyday bottlenecks that were holding the business back.

A Catalyst for Productivity

Artificial intelligence has moved from pilot to production in leading
pharma organizations, elevating throughput and quality while
compressing cycle times across plants and field teams. The near-
term opportunity is to convert repetitive, document-heavy work into
governed, Al-assisted workflows, freeing scarce talent to focus on
decisions, not documentation.

McKinsey highlights four high-impact operations use cases — shop-
floor assistance, smart deviation management, product/process
intelligence, and supply-chain copilots — that together raise
productivity and quality while lowering costs.™

11 McKinsey & Company. Gen AI: A game changer for biopharma operations



https://www.mckinsey.com/industries/life-sciences/our-insights/gen-ai-a-game-changer-for-biopharma-operations

Boost Employee Productivity
in Manufacturing

Real-time monitoring and predictive maintenance:

Multimodal models fuse sensor signals (vibration, temperature,
flow) with maintenance history to anticipate failures and recommend
interventions. In analogous manufacturing “lighthouses,” applied

AI has driven double-digital reductions in downtime and stabilized
yield — results now attainable in Good Manufacturing Practices
(GMP) environments with validated data pipelines and machine
learning operations.

Automated anomaly detection in electronic batch records
(EBR): Al flags out-of-trend parameters and incomplete steps,
enabling “review by exception” so quality teams spend minutes,
not days, on release-critical issues. Industry guidance and practices
support EBR-enabled exception review when implemented under
appropriate controls.

Faster, higher-quality deviation capture: Shop-floor copilots
transcribe voice notes, structure them to deviation templates, and
suggest likely root causes of corrective and preventative actions
(CAPAs) based on historicals, accelerating triage while improving

data completeness. McKinsey notes gen Al can reimagine deviation
management end-to-end and auto-generate compliant reports aligned
to corporate quality policies.

Document generation with built-in compliance: Standard
operating procedures, batch instructions, and validation summaries
can be assembled from controlled templates and checked against 21
CFR Part 11/Annex 11 expectations and internal style guides before
submission to quality.*> The FDA's Part 11 framework and its 2024
electronic systems guidance define the guardrails for trustworthy
electronic records and signatures — guardrails that AI workflows
must observe.!?

12 Code of Federal Regulations. PART 11—ELECTRONIC RECORDS; ELECTRONIC SIGNATURES

13 U.S. Food & Drug Administration. Electronic Systems, Electronic Records, and Electronic Signatures
in Clinical Investigations: Questions and Answers



https://www.ecfr.gov/current/title-21/chapter-I/subchapter-A/part-11
https://www.fda.gov/regulatory-information/search-fda-guidance-documents/electronic-systems-electronic-records-and-electronic-signatures-clinical-investigations-questions?utm_source
https://www.cmswire.com/customer-experience/99-of-data-has-been-produced-in-the-last-10-years/

Knowledge retrieval for faster decisions: Retrieval-augmented
generation (RAG) of SOPs, deviation libraries, laboratory
management system (LIM) and manufacturing execution system
(MES) artifacts, and maintenance manuals gives operators and
quality assurance instant answers with citations, reducing line
stoppages and handoffs. McKinsey's latest perspective on agentic

AI underscores the shift from “tool” to “coworker,” with agents
coordinating tasks and escalating only what needs human judgment.

Enhance Sales Performance

Next-best-action recommendations: Models synthesize
prescribing trends, access dynamics, scientific interest, and
channel preferences to prioritize calls and content from healthcare
professionals (HCPs), improving call planning and message pull-
through. Analytics-enabled omnichannel models are a proven path
to elevate HCP engagement.

Adaptive learning and personalized coaching: Al builds
individualized training plans for each rep based on performance
gaps, therapeutic complexity, and objection patterns, accelerating
ramp and maintaining message quality at scale

Personalized content delivery with compliant guardrails:
Copilots recommend and assemble approved, indication-appropriate
content for each interaction and channel, then log rationale

for auditability. Emerging best practices in medical, legal, and
regulatory review modernization show how AI can speed review
while preserving control and traceability.

Territory planning and trip reporting: AI automatically
transcribes and converts field notes into structured trip reports
(including accounts, clinical questions, and access issues),
eliminating after-hours documentation and improving data
completeness for managers and medical teams.




Regulatory guardrails in the loop: Real-time checks help prevent
off-label or non-compliant claims and ensure only approved language
is used, supported by digital-record requirements under Part 11 for
trustworthy logs and signatures.

Competitive and market intelligence: Agents scan public sources
for label changes, trial readouts, and formulary shifts, then surface
implications for messaging and access strategy.

Optimize Manufacturing with Gen AI

SOP lifecycle automation: A controlled authoring assistant
drafts and redlines SOPs from master templates; enforces required
sections, references, and roles; and validates terminology against
internal glossaries. Proposed changes route through defined
workflows with impact analysis, such as affected methods, training
needs, and validation artifacts. The FDA's electronic systems
guidance clarifies expectations for trustworthy e-records across
such workflows.

On-the-line SOP copilots: Operators query procedures in natural
language and receive step-wise guidance with inline citations to the
current, controlled document, which reduces execution errors and
training time. McKinsey’s operations research highlights gen AI-
assisted supervision on the shop floor as a near-term win.

Smart deviation and CAPA orchestration: When exceptions
occur, the system assembles evidence, proposes probable causes,
suggests CAPAs, and drafts reports aligned to corporate templates,
which accelerates investigations without compromising rigor.

Quality control acceleration: In quality control labs, Al classifies
out-of-spec trends, flags instrument drift, and proposes re-test
logic. This contributes to productivity gains across average-
performing labs when analytics and automation are combined.




Securing the Value Chain

It started at a partner’s plant overseas:
a ransomware attack that froze production
lines and forced shipments off schedule.

Alex joined a late-night call with her leadership team as updates
came in. Her company had invested heavily in cybersecurity
already, but this attack made it clear that the threat landscape
was changing faster than anyone could predict.

“We're not dealing with isolated incidents anymore,” Alex said
to her colleagues. “Every part of our value chain is a potential
entry point. Our defenses need to evolve as quickly as the
attacks themselves.”

Everyone around the table nodded. They didn’t need more
tools; they needed smart, continuous protection that could
adapt in real time. That's where AI entered the picture.



A Catalyst for Security

Biopharma’s attack surface now spans
research labs, clinical platforms, GMP plants,
field devices, and a dense third-party

ecosystem. The cost of a misstep is outsized:

halted production, compromised trials,
delayed submissions, and lasting
reputational damage. Al changes the
security equation by making protection
continuous and policy -driven, automating
detection, strengthening data governance,
and hardening IT operations without slow-
ing science. The result is greater resil-
ience and audit-ready evidence that
supports patient safety and business
continuity.

Automating Threat
Detection

e Behavior analytics that find even the
faintest signal: Machine learning
models baseline “normal” activity
across identities, endpoints, cloud
services, and operational technology
(OT) and IoT networks. Then, they
elevate true anomalies, such as
impossible travel, unusual data access,
privilege spikes, and process deviations
on the shop floor, so teams investigate
what matters first.

e Gen AI copilots for faster
investigations: Natural language
assistants summarize incidents,
explain likely attack paths, generate
queries, and propose next steps,
enabling analysts to move from
log-digging to decision-making, which
cuts mean time to detect and respond.

Playbooks that execute consistently:
Automated runbooks isolate compromised
devices or user accounts, preserve
forensics, open tickets, notify legal/
quality, and trigger backup safeguards to
enforce policy the same way every time.

OT-aware protection for GMP
environments: Passive monitoring

of industrial protocols discovers
unmanaged assets, maps data flows,
and flags process-level anomalies in
cleanrooms and utilities, reducing the
risk of ransomware-driven downtime or
batch loss.

Third-party and brand abuse
vigilance: AI watches external signals —
phishing infrastructure, spoofed domains,
unusual partner activity, and so on —
and correlates them with internal telem-
etry to surface supplier and ecosystem
risk earlier.



Enhancing
Data Governance

Intelligent classification and
access control: Al discovers

and labels sensitive data across
repositories, applies least-privilege
policies, and prevents oversharing by
design, so researchers, clinicians, and
field teams see only what they should.

Policy-as-code that proves
compliance: Al automatically
enforces retention, encryption, data
loss prevention, and data lineage
rules. Evidence packs — who accessed
what, when, and why — are generated
on demand for inspections and audits.

Document generation with built-in
controls: SOPs, clinical documents,
and submission materials are
assembled from approved templates,
validated against internal standards
and regulatory expectations, and
routed with complete e-sign trails.

Anomaly detection in regulated
datasets: Models scan for missing
entries, out-of-range edits, and
improbable patterns in patient results,
EBRs, and quality control records — all
of which are early indicators of error or
fraud that trigger CAPA workflows.

Standards and protocol validation:
Trial data and metadata are checked
against the Clinical Data Interchange
Standards Consortium (CDISC) and
controlled terminology. Deviations

are flagged with precise remediation
guidance, reducing late-stage rework.

Regulatory intelligence that never
sleeps: Al tracks FDA and global
updates, synthesizes what's changed,
and alerts the right owners with impact
assessments tied to products, trials, or
quality systems.

Secure knowledge retrieval:
Retrieval-augmented chat surfaces
answers from SOPs, electronic

Trial Master Files (eTMFs), quality
management systems, MESes, LIMs,
and policy docs while honoring
entitlements, so companies can deliver
guidance with citations, not guesswork.



Optimizing IT
Operations

e AI operations that prevent
outages: Anomaly detection across
logs, metrics, and traces predicts
capacity and performance issues in
research and clinical platforms, then
recommends or automates retention
to keep validated systems steady.

e Risk-based identity protection:
Real-time user and sign-in risk signals
drive adaptive controls, such as step-up
authentication, session restrictions, or
automatic blocks, to reduce account
takeover without adding friction for
legitimate users.

e Configuration drift under control:
Desired-state policies audit and
remediate operating system,
middleware, and cloud configurations
at scale, producing auditable evidence
that validated baselines are intact.

Ransomware resilience by design:
Immutable backups, automated isolation,
and rapid restore testing shorten recovery
time and limit blast radius across lab,
plant, and enterprise workloads.

Workload-aware posture
management: Container, database,

and multicloud resources receive

tailored hardening, threat detection and
development, security, and operations so
teams ship faster without eroding security.



Collaboration in Action

Even as Alex mapped out productivity gains and
shored up defenses against new security threats,
she faced another challenge: collaboration.

Drug development, she knew, wasn’t slowed by regulatory red
tape alone; it was slowed by handoffs between people. Small
inefficiencies built up over time, such as discovery teams chasing
one version of the protocol, clinical sites emailing for clarification,
investigators waiting days for answers, and patients left confused
by conflicting instructions.

Alex put it plainly in a leadership meeting: “We're not short on
talent or ideas. What we lack is connective tissue. If we can
reduce friction between teams, we can move faster and get
better outcomes for patients.” That's where she saw the potential
for agentic Al to supplement human expertise and provide the
scaffolding to help diverse groups work as one.

Catalyst for Collaboration

Drug development is a collective effort that includes discovery
biologists, clinical scientists, investigators, sites, contact research
organizations (CROs) regulators, and patient communities. Friction
between these groups comes from fragmented data, manual hand-
offs, and inconsistent decision trails, but AI — particularly agentic
AI — can reduce this friction.

By turning policies and protocols into executable workflows, teams
can better coordinate outreach, match patients to studies, learn
faster from results, and communicate with clarity across the
ecosystem. Microsoft characterizes Al agents as “layers on top of
language models” that observe, plan, and act with permission, which
is precisely the pattern in collaboration pharma needs.4

14 Microsoft. AI agents — what they are, and how they’ll change the way we work



https://news.microsoft.com/source/features/ai/ai-agents-what-they-are-and-how-theyll-change-the-way-we-work/

Manage Outreach &
Eligibility Workflows

Protocol-aware triage: Al agents
read inclusion criteria, harmonize
terminology, and convert them into
eligibility rules that sites can use
directly. This reduces back-and-forth
and accelerates pre-screening.

Consent and document
automation: Dynamic eConsent,
visit schedules, and patient materials
are generated from the latest protocol
and country requirements, with audit-
ready change histories.

Site activation copilots: Agents
assemble startup packets, track
essential documents, and nudge
owners before deadlines, which
tightens cycle times between
selection and first patient in.

Eligibility Q&A for sites: Retrieval-
augmented chat lets coordinators
ask questions and receive grounded
answers with citations to the protocol
and amendments.

Equity by design: Outreach
models surface underrepresented
geographies and investigator
networks, helping sponsors broaden
recruitment while maintaining
protocol fit.

“You could have the best
molecule ever, but you
won'’t see its clinical
effect if it's the wrong
target population. And it’s
machine learning that helps
us bring all the data sources
together and link them back
to specific populations.”

— Kim Branson, Global Head of Al
and Machine Learning, GSK

Identify Potential
Trial Candidates

Privacy-preserving pre-screening:
Models map structured and unstructured
electronic health records (EHR) data

to eligibility rules under appropriate
governance, producing de-identified
counts and site-level leads without
exposing protected health

information (PHI).

Signal synthesis: Multimodal models
fuse labs, imaging, genomics, wearables,
and social determinants to flag candidates
early. This is especially useful for narrow
phenotypes and rare disease cohorts.

Precision enrollment: Scoring prioritizes
candidates by likelihood to qualify and
persist through visits, helping sites schedule
efficiently and reduce screen-

fail rates.

Linking biology to people: As leaders in
the field note, the goal is not only better
molecules but better matching of molecules
to responsive populations, where human
outcome data is “gold.”




Analyze Trial Outcomes

& Optimize Protocols

Interim-readout copilots: Agents
summarize accumulating evidence,

stratify responses by biomarker and
site, and generate decision memos

for data monitoring committees and
governance boards.

Adaptive design support:
Simulation engines test protocol
adjustments (visit cadence, dose
arms, end points) against recruitment
and power, proposing options when
assumptions drift.

Deviation and missing-data
forensics: Pattern detection
pinpoints site behaviors or data
anomalies that bias results, triggering
targeted retraining or monitoring.

Responder-enrichment insights:
Post-hoc machine learning clarifies
drivers of response and toxicity to
inform label strategy and next-phase
design, mirroring the “lab-in-the-
loop” mindset advancing across
discovery and development.

Streamline
Communication

Investigator engagement at scale:
Agents assemble study updates,
safety letters, and FAQ answers,
tailoring content to prior questions
and local regulations, while logging
delivery and acknowledgment.

Participant support: Conversational
assistants remind patients of visits,
prep requirements, and device uses;
escalate to coordinators when risk
signals appear; and translate into the
preferred language.

Cross-functional working
memory: Project spaces maintain
a single source of truth — protocol
versions, decisions, and rationales
— so clinical, biostatics, safety, and
regulatory teams work from the
same record.

Autonomy and guardrails:
Enterprise agent frameworks provide
memory, entitlements, and tool
access so agents can act on behalf
of teams (such as draft follow-ups,
file notes, and update trackers) with
human-in-the-loop approval.

Agentic AI as a
Collaboration Multiplier

From assist to co-work: Agents not
only summarize and recommend, they
coordinate tasks across stakeholders
and systems, bridging gaps that email
and spreadsheets can’t. Microsoft
reports growing deployment of
specialized agents alongside copilots
to streamline complex, multi-party
workflows. 5

Accessible expertise: Industry
voices highlight that autonomous
agents democratize AI, making
sophisticated tools usable by non-
computational experts across the
pipeline, which is a practical lever for
collaboration at scale.

> Microsoft. How agentic Al is driving Al-first business
transformation for customers to achieve more



https://blogs.microsoft.com/blog/2025/04/28/how-agentic-ai-is-driving-ai-first-business-transformation-for-customers-to-achieve-more/

Data as the Foundation

Alex could clearly see agentic Al’s potential for driving
collaboration, but before her company could explore this
opportunity, they had to address the elephant in the room:
data. Across the organization, teams struggled because trial
results, manufacturing records, commercial insights, and
other files all lived in different formats, with different rules.
Without consistency, even the best Al tools would produce
noise instead of answers.

To create the conditions for AI to deliver
real value, Alex knew the company
needed to invest in a governed, unified
data foundation. Only then could friction
between teams become an opportunity to
move with speed and confidence, powered
by intelligence that the entire organization
could trust.




Building a Data Estate
Executives Can Trust

Al performance in any industry, pharma or otherwise, hinges on data
quality. Models designed to support regulated work are only as reliable as
their inputs. If those inputs are inconsistent, poorly labeled, or trapped in
silos, the result is fragile pilots that cannot withstand inspection or scale.
When standardized, governed, and connected across research, clinical,
manufacturing, and commercial domains, those same models become
repeatable tools that deliver evidence you can trust.

Here’s what you need to know:

01

The first hurdle is alignment. Clinical outcomes, safety signals,

and quality events only gain meaning when they map to common
vocabularies and controlled terminology. Without this, trial data can’t
be compared to real-world evidence, and plant-level deviations can’t be
reconciled with global quality metrics.

Mastering entities such as products, sites, and investigators once —
and ensuring those identifiers flow consistently into every downstream
system — reduces reconciliation and gives teams a shared basis for
decision-making.

02

Architecture comes next. Many pharma organizations have invested
heavily into integration, yet still lack a single platform that separates
raw data from refined, trusted products. Without this, AI development
becomes a patchwork of one-off extracts and point-to-point connections.

Best practice is to establish a backbone where ingestion, curation, and
entitlements are handled centrally, and where lineage is visible from
source to model input. In this environment, operational signals from
plants and labs can stream directly into curated datasets, supporting
both real-time copilots and long-horizon analytics without duplication.




03

Compliance is equally important. Al pipelines fall under the same
scrutiny as the systems they feed, which means validation evidence must
travel with each dataset, feature set, and model update. Principles such
as ALCOA+ (data that is attributable, legible, contemporaneous, original,
and accurate) apply as much to machine learning operations as to clinical
records or batch documentation.®

Executives who treat compliance as an embedded property of their data
platform, rather than as a downstream activity, will see fewer surprises
during inspections and faster approval for new workflows.

04

Generative Al raises the stakes further. Retrieval-augmented
assistants, for example, are only as credible as the sources they draw
from and the citations they return. Guardrails that enforce grounding in
approved repositories and honor access permissions at query time aren’t
optional; they're what distinguishes a compliant tool from a liability.
Similarly, prompts, templates, and model outputs deserve structured
review and version control.

By treating them as governed assets, leaders gain transparency into why
an Al agent responded the way it did and the confidence that updates

won'’t introduce risk.

Every Al roadmap must start with data. Investments in mastering,
lineage, validation, and controlled vocabularies aren’t “back-office”
infrastructure but are the prerequisites for scaling Al across the
enterprise. Organizations that take this path create a durable foundation
where copilots and agents can be trusted to accelerate work in R&D,
clinical, manufacturing, and commercial functions without creating new
compliance or operational risk.
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Proof in Practice

When developing an Al strategy for her organization, Alex looked
to real-world examples for inspiration and noticed a pattern. The
most successful initiatives weren’t the largest or most ambitious;
they were specific, well-defined projects aimed at addressing clear
business problems.

In one, a quality team used Al to make deviation reviews faster
and more reliable. Another company built a secure foundation
for Microsoft Copilot adoption and applied it to routine but critical
invoices, such as invoicing and case triage.

For Alex, these examples reinforced the importance
of focus. By choosing problems that would enable
her team to prove initial value and build in the
right guardrails, they could create momentum that
could scale across the enterprise.



How

Leading Pharma
Companies

Are Using Al

CUSTOMER SUCCESS:

Launching 100+
Products With AI
Guardrails for Quality

The Challenge: Adoption
Drag, Manual Load

A global leader in development sciences,
delivery technologies, and multi-
modality manufacturing sought to scale
personalized medicine, consumer health
brand extensions, and blockbuster drugs
over 100 new products annually. The
organization’s growth and efficiency
were constrained by low user adoption
and manual processes, which negatively
impacted customer satisfaction and time
to release.

The Solution: A Guided
Assistant for Deviation Insight

This engagement centered on a
generative Al program designed to
enhance organizational capabilities and
streamline processes with the explicit
aim of improving user adoption and
customer satisfaction. As part of this
initiative, Hitachi Solutions developed

a gen Al chatbot solution to manage
and investigate deviations using guided
classification across structured and
unstructured data sources. This solution
also introduced semantic search and a
Power Pages-based query interface to
support report generation and elevate the
user experience.

The Outcome: Faster
Detection & Stronger Standards

With the project now complete, the client
has the ability to detect irregularities in
SOPs more efficiently and accurately,
maintain product quality standards more
effectively, and improve processes where
necessary.



CUSTOMER SUCCESS:

Copilot Provides

a Secure Path to
Enterprise Productivity

The Challenge: The Need
for a Secure Plan

A global pharmaceutical manufacturer
known for its innovative drug discovery
and treatments for various challenging
decisions set out to understand how
Microsoft Copilot could materially
improve employee productivity.
Leadership required a secure, governed
path to enterprise adoption, with clear
prioritization of high-value cases and a
roadmap to scale.

The Solution: Agents in the
Flow of Work

Hitachi Solutions partnered with the
client to establish the strategic and
technical groundwork for organization-
wide Copilot adoption.

We began with an enterprise
assessment covering readiness for
Microsoft 365 Copilot and Copilot
Studio. From there, we:

e Established a strategy for secure and
responsible Al policies

e Identified high-impact use cases
across procurement, customer
service, and clinical operations

e Developed a comprehensive adoption
roadmap with governance, security,
and change management embedded
from the outset

With this foundation in place,

we delivered multiple agents to
demonstrate the value of agentic

Al in production contexts, including:

e A purchase order and invoice
automation integrated with enterprise
resource planning and vendor systems

e A Copilot Studio-powered call center
agent to triage intelligent cases

e A case-tiering agent to route issues
based on business impact and urgency

We also delivered a roadmap for expanding
agentic workflows into field service,
reporting, and vendor management.

The Outcome: Faster
Invoicing, Better FCR

The client is now able to identify high-
value use cases for Copilot with clear
ROI expectations, enabling focused
investment and rapid adoption. Invoice
cycle time decreased as exceptions
were resolved faster, first-call resolution
improved through intelligent triage, and
customer support availability increased
without adding headcount.



The Road Ahead

When Alex stepped back, she could see how all the pieces fit
together. What began as scattered pilot programs became

a connected vision of how AI could reshape productivity,
security, and collaboration across her company. The work
wasn't finished, but the path was clearer. Her team now

had the confidence and guardrails to keep moving forward,
prepared to bring these proven Al capabilities into every
part of the business.

Alex’s story is a composite, built from the real challenges
and opportunities today’s pharma leaders face. It
illustrates the power of AI to optimize critical
workflows, from discovery and development to
manufacturing and engagement. For companies looking
to take their own first step toward Al adoption, Microsoft
and Hitachi Solutions are the answer.




Accelerate AI Adoption
with Microsoft & Hitachi Solutions

Realize Business Value Faster

Operational efficiency at scale: Automate document-
heavy work across R&D, clinical, manufacturing, and
quality to shrink cycle times, reduce rework, and free
experts to focus on decisions.

Stronger engagement where it matters: Equip field,
medical, and patient-support teams with compliant,
data-driven insights for timely, personalized interactions.

Cost discipline without compromise: Use low-code
and Copilot platforms to build and extend Al solutions
quickly, with predictable run costs and reuse by design

Decisions grounded in evidence: Unlock insights from
structured and unstructured data to improve portfolio
choices, protocol design, supply resilience,

and commercial planning.

Reduce Risk & Strengthen Trust

Security and governance by design: Identity, access,
and data controls embedded from day one — backed by
Microsoft Purview, Entra, and Sentinel — for classification,
DLP, monitoring, and auditability.

Responsible AI in regulated environments: Model risk
management, human oversight, testing, and traceability
aligned to GxP expectations.

Controlled autonomy: Al agents operate with clear
boundaries, including role-based permissions, approval
workflows, and escalation paths, so automation scales
without losing control.




Build for Scale & Change

e From copilots to coordinated agents: Start with
retrieval and summarization, advance to multi-agent
orchestration that spans teams and systems.

Empowered workforce: Role-specific assistants and
targeted enablement increase adoption and quality of
work, augmenting (not replacing) expertise.

Future-ready architecture: Azure Al services, Copilot

Studio, and Power Platform provide a modular stack that
evolves as models and requirements change.

)

Make the Most of Microsoft Investments

e Life sciences depend on the Microsoft cloud: Hitachi
Solutions brings decades of industry experience, plus
platform mastery, integrating Azure, Dynamics 365,
Microsoft 365, and Power Platform with leading clinical,
quality, and manufacturing systems.

Stability in a fast-moving industry: Copilot Studio and
Azure Al Foundry protect prior investments while enabling
rapid iteration.

Outcome-first delivery: Analytics, automation, and
compliance are integrated to deliver measurable business
results within a unified, governed framework.




What You Get, at a Glance

Achieve End-to-end
AI Transformation

Build a business case with
defensible ROI

Launch meaningful pilots
that don't stall

Scale AI across R&D, clinical,
manufacturing, and commercial
with clear operating models

Benefit from Smart,
Scalable Architecture

Leverage Azure, Dynamics 365,
Microsoft 365, and Power Platform
with no costly rip-and-replace

Integrate AI quickly with reusable
components and guardrails

Adjust models and data pipelines
as needs shift

Unify Data for Research,
Clinical & Commercial

Connect siloed systems to create
a 360-degree view of all data

Use Al to surface role-relevant
insights across functions

Equip teams with real-time
intelligence for decisions and
accountability

Invest in Measurable,
Evolving Success

Tie initiatives to KPIs that
matter, including time-to-first
patient, batch-review cycle time,
adherence, and more

Improve metrics such as cycle
time and quality while maintaining
compliance

Sustain progress with shared
governance, security, and data
stewardship

Pharmaceutical leaders know molecules, markets, and patients.
Hitachi Solutions brings the cloud, data, and agentic Al expertise
to accelerate that mission, from the lab to the line to the last mile
of engagement. Partnering with Hitachi Solutions turns pilots

into production, delivers measurable value, and builds a

durable foundation for what comes next.

Let's Talk


https://global.hitachi-solutions.com/contact-us/

